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• We propose a training-free, representation engineering method named 

SCANS (Safety-Conscious Activation Steering), which utilizes refusal 

behavior vectors to steer the model output in safety-critical layers. 

• We discover the extracted refusal steering vectors from middle layers 

promote refusal tokens (e.g., cannot) and thus steering the 

corresponding representation can reduce the false refusal rate.

• Our SCANS can effectively mitigate the exaggerated safety in aligned 

LLMs, without undermining the adequate safety and general capability. 

Specifically, SCANS reduces the average false refusal rate by 24.7% and 

26.3% on XSTest and OKTest benchmarks.

Motivated by the intuition of representation engineering to steer model 

behavior, the key idea behind our SCANS is to extract the refusal behavior 

vectors, and anchor the safety-critical layers for steering. SCANS then 

evaluates the harmfulness of inputs to guide output distribution against or 

consistent with the refusal behavior, which achieves a balance between                       

                                                                                             adequate safety 

                                                                                             and exaggerated 

                                                                                             safety. 

① SCANS effectively achieves a balance between exaggerated safety 

mitigation and adequate safety. 

• Mitigate the exaggerated safety 

for aligned LLMs via activation 

steering in safety-critical layers  

• Training-free, Effective!

       —— SCANS

Motivation

② SCANS does not compromise the general model capability greatly. 
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Figure 1: t-SNE visualization of hidden state transition of Llama2-7b-chat on XSTest dataset. 

Results indicate safety-related representation clustering emerges in middle and latter layers. 

Table 1: Top-10 tokens associated with steering direction at different layers of Llama2-7b-chat. 

We highlight the tokens related to refusal behavior with an underline.

More Analysis

③ SCANS requires minor extra cost in inference time and 

GPU memory. 

④Middle and latter layers 

demonstrate higher degree of distinction, indicating better 

identification accuracy for harmfulness. 

⑤ Effect of Steering Layers:
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